Connecting Apple Devices to the
Attorney Wireless Network

1. From the Home screen of the iOS device, tap Settings.

2. In the left pane, tap on Safari. Slide Block Pop-ups to OFF.

Settings Safari
Airplane Mode { OFF
Search Engine Google >
E Wi-Fi alndattormney
AutoFill off >
(&) Notifications
. Open New Tabs in Background @
4 Location Services Off ————
7 Always Show Bookmarks Bar OFF
¥4 cellular Data
Privacy
Brightness & Wallpaper r—
H Private Browsing () OFF
Picture Frame
Accept Cookies From visited >
General
t’& iCloud Clear History
\__! Mail, Contacts, Calendars Clear Cookies and Data
£ Twitter Security
pg FaceTime Fraud Warning m
_ Warm when visiting fraudulent websites.
Messages JavaScript [ on @)
i Music Block Pop-ups > (__) OFF
223 video
u Advanced >



3. Next, tap Wi-Fi from the left pane.
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4. Tap “alndattorney” in the list of available wireless networks.
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5. A pop-up window (Safari) should immediately appear.

o Service 1 5 1
i Policy Login Redirect ﬁ

SONICWALL> | Network Security Appliance

V4 \, Authentication Required

The policy set up by your net
you authenticate yourself with
access.To authenticate yourse| in

enter your user name and password to log in to the firewall

Click here tolog in

6. After tapping “Click here to log in”, you should be directed to a login page.

12:33 PM
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SONICWALL Network Security Login
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7. Enter your local CM/ECF account information to log in.
NOTE: For pro hac vice attorneys, the format for your login information
may vary slightly from the example below.

No Service 5 % @
m SonicWALL - Authentication —

SONICWALL> Network Security Login

Usemame: | ash-test-1234

Password: [geees
Language: iE"ﬂii"ﬁ

Login

8. Once you have logged in, you should see the following screen:

12:34 PM

No Service 45% B}
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SONICWALL> | Network Security Appliance

hittp://192.168.3.1

Failed to open the SonicWALL
Acceptable Usage Policy window.

To get access you will need to

ensure that pop-ups are not blocked
for '192.168.3.1'

*




9. Go back to the Settings app and navigate to the Wi-Fi page.
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Ask to Join Networks

Known networks will be joined automatically. If no known networks are available, you
will be asked before joining a new network.

10.Tap the blue arrow next to “alndattorney” to bring up the network options.
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11.Tap the slider for Auto-Login so that it is showing OFF.
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12.In Safari, attempt to go to any website. You will see the following pop-up:

This site is attempting to
open a pop-up window

Block Allow




13.0nce you tap Allow, you will be prompted to accept the internet policy.

m = ¢ |

SonicWALL - User Login ] X Acceptable Use Policy

Welcome fo the U.S. District Court
Northern District of Alabama

Below is the Internet usage policy for the Attorney wireless network. Please read and accept terms before proceeding.

Courtroom Internet Policy

For the convenience of the attomeys, Intemet access is available in the courtrooms. This Internet access is to be used for business reasons only, specifically business related to the court case.
This includes e-mal, electronic case filing (CM/ECF) and PACER access. Also, due to the high consumption of band-width, mult-media streaming of music and video is not permitted unless it
pertains to the court case. In addition, users are expected to conduct themselves in a professional manner and refrain from ing andfor b or e-mail which contain
indecent or obscens materials, profanity, or any form of discrimination or sexism. Violating this policy may result in sanctions.

This policy is to advise users of acceptable use of internet access in the courtrooms and provide the user with a description of security procedures required by the court. Direct access to the
intamet can be fraught with danger of viruses, spyware, theft and destry n. This should raise of computer sacurity, assist the user in recognizing petential problems, and
provide guidance to the user in diagnosing probiems.

Users are expacted to use their private laptop or notebook computer in the courtroom; the Court will not provide such equipment. While the Court's IT staff can be available to assist you in
taccessing the internel, due lo liability issues, they will not be able to assist in specific problems with the user’s equipment. Special precautions for preventing the spread of computer viruses and
spy-ware, as discussed in this policy, must be employed.

Requirements:
In order to access the Internet from the courtroom, the user must have the following:

Notebook computer with Virus Protection Software. Computers with cameras andior microphones are not allowed. (Note: check with your own IT depariment to make sure your intemet connection
is set to oblain an IP address automatically.)

Power cable (if needed)

Login/Password:

Usars will establish access to the court internat using their CMECF login id and password
Viruses and Spyware;

virus is an executable file that replicates itself and attaches to other executable programs or macros in an unsolicited manner. it may do no apparent damage, but may spread to diskettes or
fother files across a network. A virus can destroy data, may damage data integrity, deny access to service, and spread problems to other computers

14.Scroll to the bottom of the page to tap the “I Accept” button.

m = el

SonicWALL - User Login ] x Acceptable Use Policy +

Viruses and Spyware:
virus is an executable file that replicates itself and attaches to other executable programs or macros in an unsolicited manner. It may do no apparent damage, but may spread to diskettes or
lother files across a network. A virus can destroy data, may damage data integrity, deny access to service, and spread problems to other computers

Spyware, also known as adware, refers to a broad category of malicious software designed to intercept or take partial control of a computer's operation without the informed consent of that
machine's owner or legitimate user, Spyware differs from viruses in that it does not self-replicate. Typical lactics include delivery of unsolicited pop-up advertisements: theft of personal information
monitoring of Web-browsing activity for marketing purposes; or routing of web-site requests to advertising sites.

To protect your computer, and the Courl's intemet access delivery system, you must have reputable Anlti-virus software installed such as Symantec (Norton) Anti-Virus, McAfee Anti-virus, AVG
nti-virus or PC-Cillin (by MicroTrend). Subscription services offered by each of these companies will keep your virus protection up to date. Antispyware programs are also available from
Symantec, McAfee and MicroTrend.

(Note: Inclusion in this publication of any software product or company does not
indicate any endorsement or evaluation by this Gourt )

Signs of a Virus

+ Computer is sluggish or locks up

* New filenames appear, files grow or are lost
+ Unexpected messages appear

* Memory capacity decreases

 Hard disk crashes

Signs of Spyware

+ Pop-up advertisements inundate your computer

« Internet Home Page has changed and won't change back

+ Web browser contains additional components that you didn't download
+ Computer is sluggish of locks up.

Techniques for Avoiding Viruses and Spyware

+ Ensure that all files are scanned for viruses and potentially unwanted programs (PUPs).

» Do not download unknown software from the Internet

- Never open files from unfamiliar sources.

+ Never answer "Yes" to an unfamiliar pop-up that asks if you'd like 1o "optimize your Windows" of "scan your computer

Click "I Aceept” only if you wish to accept these terms and continue,
or otherwise select "Cancel".




15.1n some cases, after accepting the agreement, you might be re-directed to a
page looking similar to this:

| [ [* | mesu.apple.com/assetsicom_apple_MobileAsset_SoftwareUpdate/com

] x mesu.apple. _apple_| . _apple_| _SoftwareUpdate.xml ==

Assets Build 9B206 InstallationSize 533602324 MinimumSystemPartition 943 OSVersion 5.1.1 PrerequisiteBuild 9A334 PrerequisitcOSVersion 5.0
SUProductSystemName iOS SUPublisher Apple Inc. SupportedDevices iPadl,] SystemPartitionPadding 16 160 32 320 64 640
_CompressionAlgorithm zip _DownloadSize 206350463 _Measurement 11leLwqC3lsxxv/sBAjOu75VjUY=_MeasurementAlgorithm SHA-1
_UnarchivedSize 221519627 __BascURL http://appldnld.apple.com/i085.1.1/041-4281.20120427 zXZYw/ __RelativePath
com_apple_MobileAsset_SoftwareUpdate/5a2543f12b0787761001193¢16889aab85a021035,zip Build 9B206 InstallationSize 264094990
MinimumSystemPartition 891 OSVersion 5.1.1 PrerequisiteBuild 9B176 PrerequisiteOSVersion 5.1 SUProductSystemName i0S SUPublisher Apple
Inc. SupportedDevices iPadl,] SystemPartitionPadding 16 160 32 320 64 640 _CompressionAlgorithm zip _DownloadSize 44376057 _Measurement
VV/Fr2s8HcPIIxaC81OmdCA4L4= MeasurementAlgorithm SHA-1 _UnarchivedSize 56417412 _ BascURL hup://appldnld.apple.com/i085.1.1/041-
4281.20120427.2XZYw/ __ RelativePath com_apple_MobileAsset_SoftwareUpdate/1ab5e0d 1d2da57959¢30c85¢019366{954238 1a6.zip Build 9B206
InstallationSize 533600441 MinimumSystemPartition 943 OSVersion 5.1.1 PrerequisiteBuild 9A405 PrerequisiteOSVersion 5.0.1
SUProductSystemName iOS SUPublisher Apple Inc. SupportedDevices iPadl,] SystemPartitionPadding 16 160 32 320 64 640
_CompressionAlgorithm zip _DownloadSize 206148111 _Measurement ZbpsZcOsaytWBkHnsGsAWz71MaM= _MeasurementAlgorithm SHA-1
_UnarchivedSize 221310093 _ BaseURL http://appldnld.apple.com/i0S5.1.1/041-4281.20120427.zXZYw/ _ RelativePath

com_apple MobileAsset_SoftwareUpdate/113bb32f77e8af36b84{76f0e8 1fd0bde3c77e69.zip Build 9B206 InstallationSize 490703006
MinimumSystemPartition 1157 OSVersion 5.1.1 PrerequisiteBuild 9A405 PrerequisitcOSVersion 5.0.1 SUProductSystemName i0OS SUPublisher
Apple Inc. SupportedDevices iPod3,1 SystemPartitionPadding 32 320 64 640 _CompressionAlgorithm zip _DownloadSize 110722183 _Measurement
KTiK/xgK/nk]3p2ZNRQa0tIBJCo= _MeasurcmentAlgorithm SHA-1 _UnarchivedSize 125800978 _ BascURL
http:/fappldnld.apple.com/i085.1.1/041-4281.20120427.zXZYw/ __RelativePath

com_apple_MobileAsset_SoftwareUpdate/c88ad76d 109844cf97¢53f6bd8e2c13f3¢657574.zip Build 9B206 InstallationSize 261251621
MinimumSystemPartition 1105 OSVersion 5.1.1 PrerequisiteBuild 9B176 PrerequisiteOS Version 5.1 SUProductSystemName iOS SUPublisher Apple
Inc. SupportedDevices iPod3,1 SystemPartitionPadding 32 320 64 640 _CompressionAlgorithm zip _DownloadSize 42005610 _Measurement
TmYerl+uDGQWVq/3mKxXjFzVWBI= _MeasurementAlgorithm SHA-1 _UnarchivedSize 54160301 _ BascURL
http://appldnld.apple.com/i0S5.1.1/041-4281.20120427.z2XZYw/ __ RelativePath

com_apple MobileAsset SoftwareUpdate/50c3bc3clcdeda9dflacbalaletbl8c8943567c3.zip Build 9B206 InstallationSize 490703291
MinimumSystemPartition 1157 OSVersion 5.1.1 PrerequisiteBuild 9A334 PrerequisiteOS Version 5.0 SUProductSystemName i0S SUPublisher Apple
Inc. SupportedDevices iPod3,1 SystemPartitionPadding 32 320 64 640 CompressionAlgorithm zip _DownloadSize 110896279 Measurement
GeZluwhzqqMSujejCo93v3QaAE4= MeasurementAlgorithm SHA-1 _UnarchivedSize 125971784  BaseURL
http://appldnld.apple.com/i085.1.1/041-4281.20120427.2XZYw/ __ RelativePath

com_apple MobileAsset SoftwareUpdate/b9005fedachSedfdef8aa863eetal1c40c84 1aab.zip Build 10B141 InstallationSize 17982652
MinimumSystemPartition 1508 OSVersion 6.1 SUProductSystemName iOS SUPublisher Apple Inc. SupportedDevices iPad3,3 SystemPartitionPadding
128 1280 16 160 32 320 64 640 8 80 _CompressionAlgorithm zip _DownloadSize 1178388994 _Mecasurement 5itJ3KfwW 1pgRPmcd4R900xdj48=
__Mcasummcm!\lgorilhm SHA-1 _UnarchivedSize 1919659858 _ AssetDefaultGarbageCollectionBehavior NeverCollected _ BaseURL

16.1f you see this, simply close this tab and open a new tab.

17.You may now use your Apple device on the “alndattorney” wireless network.



